PCl Quick Start Guide

You've been upgraded! To access your upgraded PCI Manager account, please visit
cardpointe.cardconnect.com/account. If you need to reset your password or username, please click below the

log in button.
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Once you log in to your account, go to the My Account Tab and then click on the Not Compliant text.

A Alert, you have a PCI Non-Compliant MID. Learn how to get compliant

My Merchant Account

As always, our support team can help with additional program or upgrade questions. For assistance, please call 800-270-7164 or
email us at support@apexpaymentsolutions.com.




You will be directed to the PCI Home screen where you will be able to confirm your PCI Status, Questionnaire
Status and Scan Status. If your overall PCI Status is compliant, you can download copies of your Certificate of
Compliance and Attestation of Compliance under ‘Options’ on the right-hand-side of the screen.
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If your questionnaire is non-compliant, incomplete or expired, simply click the ‘continue’ or ‘start’ buttons
below the questionnaire status, to complete your questionnaire. Be sure to choose the Expert form, not
step-by-step.
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As always, our support team can help with additional program or upgrade questions. For assistance, please call 800-270-7164 or
email us at support@apexpaymentsolutions.com.




Be sure to choose the Expert form version of the questionnaire.
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Select all payment methods that you will use to accept payments via the check boxes.

PCI Questionnaire W What Are The Ways You Accept Credit Card Payments
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Acceptance Channels My business has a physical location where payments with a credit card are made in-person
Payment Products D My business allows payments with a credit card by mail or over the phone (MO/TO)
Form Selection

D My business has a website where payments with a credit card are made online
@ Company Profile

@ Questionnaire

@ Confirmation
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As always, our support team can help with additional program or upgrade questions. For assistance, please call 800-270-7164 or
email us at support@apexpaymentsolutions.com.




Choose the correct terminal/terminals you will be using at your practice. If using Clover device, choose Clover
Flex or Clover Mini option. If using Cardpointe Mobile, Ingenico Desk3500, or Augusta, choose Cardconnect
LLC CardSecure P2PE.

PCI Questionnaire 1l | 22% Payment Products @
Identify any devices (e.g. POS terminals, EFTPOS, payment software applications, services, etc.) you use to process credit card purchases from your customers in pe
phone, or through mail order.
@ roiProfie
Acceptance Channels

Add
Payment Products (® Existing Device () No match, add new
Form Selection

[ ciover

@ Company Profile

Clover Network Clover Flex
Clover Network Clover Mini
@ Questionnaire Clover Network Clover Mobile
Clover Network Clover Station
@ Confirmation Clover Network Clover Mini (2nd Generation)
Clover Network Clover Station 5.0 EMV-NFC
The Logic Group Solve DataShield P2PE Solution for VeriFone

(Select version

D We do not use any devices to process card payments

Coe ) o

If using P2PE certified devices (Clover Mini, Clover Flex, Ingenico Desk 3500, Cardpointe Mobile 3300,
Augusta), select the PCI SAQ P2PE 3.2.1 v1.0 questionnaire option and check all boxes on the right-hand side.

PCI Questionnaire 1l Choose Your PCI Self-Assessment Questionnaire (SAQ)

Select the SAQ form most applicable to your business. Note that some forms have eligibility criteria that have to all be met. If you are unsure, click Back and select ¢
o PCI Profile which will guide you through the process.

Acceptance Channels
Payment Products
Form Selection (O PCISAQA-EP32.1v1.0

() PCISAQA321v1.0 Confirm All Eligibility Criteria*

(7] AWl payment processing is via the validated PCI P2PE solution approved and listed by the PCI SSC (per above).

@ Company Profile () PCISAQB321v10 (7] The only systems in the merchant environment that store, process or transmit account data are the Point of Interactic
devices which are approved for use with the validated and PCl-listed P2PE solution.
(O PCISAQB-IP321v1.0

@ Questionnaire (7] Merchant does not otherwise receive or transmit cardholder data electronically.

D Merchant verifies there is no legacy storage of electronic cardholder data in the environment.

firmati
@ Confirmation (O PCISAQCVT321v1.0

(O PCIsAQD32.1v1.0

G If Merchant does store cardholder data, such data is only in paper reports or copies of paper receipts and is not recs
electronically, and

(O PCISAQD-SP32.1v10 (7] Merchant has implemented all controls in the P2PE Instruction Manual (PIM) provided by the P2PE Solution Provid

o
o
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As always, our support team can help with additional program or upgrade questions. For assistance, please call 800-270-7164 or
email us at support@apexpaymentsolutions.com.




If using Virtual Terminal Only or Text to Pay Only, select the PCI SAQ C-VT 3.2.1 v1.0 questionnaire option and
check all boxes on the right-hand side.

i H Select the SAQ form most applicable to your business. Note that some forms have eligibility criteria that have to all be met. If you are unsure, click Back and select
PCI Questionnaire 1l Which willguide you Sough (e process,

@ FoiProfie O PCISAQA321v10 Confirm Al Eligibility Criteria

Acceptance Channels () PCISAQA-EP32.1v1.0 Merchant's only payment processing is via a virtual payment terminal accessed by an Internet-connected web brows
Payment Products

Form Selection O pcisaaB321v10 (@ Merchant's virtual payment terminal solution is provided and hosted by a PCI DSS validated third-party service provid

c P O PCISAQB-IP32.1v1.0 (82 Merchant accesses the PCI DSS-compliant virtual terminal solution via a computer that s isolated in a single location
@ ompany Profile connected to other locations or systems within the merchant environment;
(O PCISAQC32.1v1.0

@ Questionnaire v} Mumwrseorw does not have software installed that causes cardholder data to be stored (for example, there is
batch processing or store-and-forward);

@ Confirmation BETSAG D32 Tl (@ Merchant's computer does ot have any attached hardware devices that are used o capture or store cardholder data
‘example, there are no card readers attached);
() PCISAQD-SP321v10 ©
- Merchant does not otherwise receive or transmit cardholder data electronically through any channels (for example,
o PCISAQP2PE32.1v10 © internal network or the Internet);

Merchant does not store cardholder data in electronic format; and

If Merchant does store cardholder data, such data is only paper reports or copies of paper receipts and is not receive
electronically.
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Next, you will need to confirm your company profile information. First, confirm the contact details listed.

PCI Questionnaire Il | 36%
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@ Company Profile data security and compliance issues like when the PCI certificate expires.

Primary Contact Information

Contact Details
Account Details
Status Reporting
Service Providers

@ Questionnaire

@ Confirmation

As always, our support team can help with additional program or upgrade questions. For assistance, please call 800-270-7164 or
email us at support@apexpaymentsolutions.com.




Then confirm your Account Details and answer the following questions on the right-hand side.

i i 9 Indu: x:] Does your company share cardhoider data with any third-party
PCI Questionnaire | 41% stry i ek

service providers
Primary Contact % S ) (QIR), gateways, payment processors, payment service providers
(PSP), web-hosting companies, airline booking agents, loyalty

@ ot pone Y — s o

. O Yes @ o
@ Company Profile Lt

Multiple Acquirer
Contact Details your company have a relationship with more than one acquirer

Does
Account Detalls (e.g. merchant services provider, bank, etc.)?
Status Reporting O Yes ® No

Service Providers Payment Card Activity* @

@ Questionnaire Generally, how does your business store, process and/or transmit
cardholder data (limit to 1000 characters)?

@ Confirmation Merchant is card-present and using IP

Environment Under Assessment* @

Briefly describe the environment and/or systems covered by this
assessment (limit to 1000 characters).

[ Card Present
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Confirm your MID number. You can find this number under the “My Account” tab on the Cardpointe Platform.

PCI Questionnaire I | 46%

Program Sponsor

o Your PCI compliance documentation and
current status is automatically reported to

CardConnect
() Pl profie
Program Sponsor  CardConnect 2]

@ Company Profile

Contact Details OnFile Merchant ID
Account Details

Status Reporting

Service Providers

@ Questionnaire

@ Confirmation
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As always, our support team can help with additional program or upgrade questions. For assistance, please call 800-270-7164 or
email us at support@apexpaymentsolutions.com.




Complete questionnaire and confirm answers. You will be notified immediately of your new PCI status and if
there is any additional information needed to complete your questionnaire. If you have any questions, feel free
to reach out to our Apex Support team at 800-270-7164 or support@apexpaymentsolutions.com.

Security Awareness Training is available after the confirmation stage.

Security Awareness Education

Self-guided online training courses are included in your subscription. To begin, pick from the category
choices below that most relate to your business. Then pick from the course catalog based on your role.

Retail

'!6

Healthcare

Example business types
Ambulatory Care

Dentist
Doctor office

General Ouwgm Care

== o

As always, our support team can help with additional program or upgrade questions. For assistance, please call 800-270-7164 or
email us at support@apexpaymentsolutions.com.




